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KORELOGIC - PUBLIC: VULNERABILITY DISCLOSURE POLICY

This document addresses KoreLogic’s policy, controls, and organizational responsibilities
associated with its Vulnerability Disclosure Program. Specifically, this document defines
KoreLogic’s vulnerability disclosure policy, process and guidelines to product vendors, security
vendors, and the general public.

Scope

During the course of our practice as security researchers, KoreLogic may discover novel
vulnerabilities in public software and hardware products released and/or sold by a person,
group, organization, or company (Vendor).

The purpose of KoreLogic’s Vulnerability Disclosure Program is to responsibly distribute
vulnerability information to the public in a controlled manner and follow common industry
practices associated with disclosing newly identified vulnerabilities, which are not protected by
KoreLogic client confidentiality/non-disclosure agreements.

Policy

Based on Scope defined above, the following policies will guide KoreLogic’s Vulnerability
Disclosure Program:

e KorelLogic will responsibly notify the appropriate product Vendor of a security vulnerability
with their product(s) or service(s).

¢ Regardless of Vendor acceptance or validation of the vulnerability, KoreLogic will release
the vulnerability to the public upon completion of the steps defined in the Disclosure
Controls / Process Section documented below. The standard disclosure deadline will be
forty-five (45) business days after initial Vendor contact.

e All decisions regarding final public release status are made at the discretion of KoreLogic’s
Vulnerability Disclosure Review Board. Unless there are exceptional circumstances where
this body has determined a delayed public release period is warranted, KoreLogic will follow
the standard disclosure process.

e KorelLogic will make every effort to work with the Vendor to ensure they understand the
technical details and severity of a reported security vulnerability. If a Vendor is unable to, or
chooses not to, patch a particular security flaw, KoreLogic, where possible, will offer to work
with that Vendor to publicly disclose the flaw with an effective workaround. In no case,
however, will a vulnerability disclosure be suppressed as a result of Vendor intervention.

e KoreLogic will not release vulnerability information without first attempting to contact the
Vendor. KoreLogic will internally vet any vulnerability and/or remediation information that it
provides to the Vendor.

e Communication between KoreLogic and the Vendor regarding vulnerability notification may
be published publicly once the vulnerability itself has become public. Vendors will be
apprised of any publication plans, and alternate publication schedules may be negotiated at
the discretion of the KoreLogic Vulnerability Disclosure Review Board.

¢ In cases where the Vendor is unresponsive, or will not establish a reasonable time frame for
remediation, KoreLogic may disclose vulnerabilities fifteen (15) business days after the initial
contact is made, regardless of the existence or availability of patches or workarounds. The
final determination of the type and schedule of publication will be based on the best interests
of the community overall.
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Disclosure Controls / Process

KoreLogic will utilize the following controls and processes to guide KoreLogic’s Vulnerability
Disclosure Program:

1. Vulnerabilities disclosed during KoreLogic's disclosure process have been identified by our
security engineers and analyzed by our Vulnerabilities Disclosure Review Board.

2. Upon discovery of a new vulnerability, KoreLogic will verify, using various open-source
vulnerability databases, that the vulnerability has not been previously disclosed.

3. Upon identification of a security vulnerability, KoreLogic's first attempt at contact will be
through any appropriate contacts or formal mechanisms listed on the Vendor's Web site, or
by sending an e-mail to the appropriate security point of contact (e.g., security@, support@,
info@, secure@vendor.com, etc.) with the pertinent information about the vulnerability.
KaoreLogic will not submit vulnerability information via online forms. However, online forms
may be used to request the Vendor's security point of contact information. KoreLogic will
PGP-encrypt all emails exchanged with the Vendor if the Vendor supports PGP and can
provide a public key. During this initial e-mail notification, KoreLogic will indicate its plan to
disclose the vulnerability according to a specific timeline. The Vendor is encouraged to reply
to the initial e-mail and work with KoreLogic to determine a solution timeline.

4. Simultaneous with the Vendor being notified, KoreLogic may distribute vulnerability
protection updates for the purpose of detecting and/or remediating this vulnerability to any or
all of its clients who may be affected.

5. If the Vendor fails to acknowledge KorelLogic's initial notification within five (5) business
days, KoreLogic will initiate a second formal contact to a representative for that Vendor. If
the Vendor fails to respond after an additional five (5) business days following the second
notification, KoreLogic may rely on an intermediary to try to establish contact with the
Vendor. If KoreLogic exhausts all reasonable means in order to contact the Vendor, then
KoreLogic may issue a public advisory disclosing its findings fifteen (15) business days after
the initial contact.

6. KorelLogic reserves the right and may notify Carnegie Mellon’s Computer Emergency
Response Team (CERT) or US-CERT, whether or not the product Vendor has responded to
KoreLogic.

7. KorelLogic realizes some issues may take longer than the allotted time due to mitigating
factors, and we are willing to work with Vendors on a case-by-case basis to resolve the
matter in a reasonable time frame. If the Vendor is not responsive, unable, or unwilling to
provide a reasonable statement as to why the vulnerability is not fixed within the allotted
time frame, KoreLogic, with or without any additional notice, may publish a public advisory
to inform the defensive community. KoreLogic expects Vendors who have requested extra
time to proactively provide periodic, but not less than monthly, status updates on their
remediation progress. If an expected update is not provided, KoreLogic will make up to three
(3) attempts to solicit one and if no update is provided after that KoreLogic, with or without
any additional notice, may publish a public advisory to inform the defensive community.

Organization Responsibilities
KoreLogic maintains a right to the following:

e KorelLogic may produce and provide a timeline for release and notification as outlined in
Step 3 above. The initial e-mail will also provide the Vendor with information about the
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vulnerability, scope of vulnerability, disclosure timeline, and other useful information for
reproducing the issue where feasible. In cases where Proof-Of-Concept (POC) exploit code
is available, KoreLogic will provide and securely transmit such information only upon request
to the Vendor. This includes all code and information required to allow the Vendor to verify
the vulnerability and develop an appropriate solution.

¢ Public disclosure may include the release of the vulnerability details on the KoreLogic web
site. KoreLogic may also release the vulnerability details through industry standard media
avenues at its own discretion or that of the Vulnerabilities Disclosure Review Board.

e KorelLogic may deem it necessary to release the vulnerability details before the initially
planned or policy controls release schedule. Extenuating circumstances or situations that
require changes to an established schedule may include but are not limited to the following:

e Highly active exploitation

Threats of an especially serious nature, including but not limited to:
0 Potential impact to critical infrastructure
o Possible threat to public health and/or safety

¢ Vendor releases a patch and acknowledges the vulnerability publicly in advance of the
indicated timeline

e Wide-spread exploitation of the vulnerability is evident

¢ Publication of details of the same vulnerability by a third party, such as by independent
discovery

¢ Media coverage about the vulnerability exposes the vulnerability to the public
¢ Immediate mitigations are available

Policy Management

KoreLogic updates its policies, processes, and procedures on a regular basis. KoreLogic
reserves the right to modify the policies, controls, process and its responsibilities associated
with its Vulnerability Disclosure Program without notice to Vendors or public. Vendors are
encouraged to contact KoreLogic should clarification of the disclosure policy be required.

For specific questions, please send inquires to the following email address:

disclosures@korelogic.com

The fingerprint for the PGP key associated with this address is:
075D 9661 9C1B 5706 1327 F6F6 0CA2 EC09 3956 91E9
And the full public key, also available at https://korelogic.com/395691E9.asc, is

mQINBGIPMOMBEACiVEb+PtFBLrbIL9jLjyy5a+1VS+eRwoeAtxLA6/a7ByzWA7Ad
LgNWZjAPJe9WOXTygBIMMvaAyFJ2e3wG/TSTt5XKEZqjvRn/II2ftxIYznt1X0Gv
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cOhK976dDJZBCXJ4hVcSNCT jB9jMKO/ cwqvQqOM/XbfJoc9s02ard4MwcxotalUPQG
stUctGJAb/300MIFu2jwvH3PFIPB]/KMZIs3gNg5UJLaUcgxLrktY6p0lkgeRbUV
K+htzfsdwlcg47F/r01igXbQ1DJsrbbOF53Xw06yljpTl/uhporMiT3FSQj riWwonAénYSNakBh4ALWoaH/tDAc6iMfbIbhboREbP/gxBObMhIdVLOFVDVCTXFPmz
KgEW/a3dEqZR7e0P9L/TJ4a08favYgZ4wu23YiRF7bOgHwsuy0jJFU59YpRxzGdD
05GWPy9sVGvMQvsbr7431R0OcXeBvjKHo/ rA4wlBCRxgk6QoUtTNsfICnbShoq7Dc
jVOFvcBfsqmfxagiDDKCuJzvvAL80o+vCYwppWL7tCPVDsgowPM8cbpEwkNyIZPb/
kZ64MkMVcwocvj r4+iHpOlh/jtJUG6Nw+KYms2VGaV38+s+j2nulM4Rfgt txwlu2
wl3nwlUeiy4z7GI2DbilFZY+An4dKUHemmYbUmz0OdNtv4yjw7ZcdQAmdBhMOPat1lI
/3Hbwx9tdZnH/HnvbGwq99m3kC318z/+HjKxMo8KmczgQyLeW+R+ZBwDciRrwGGy
7zT8K+95/00IHbkIGog5FfhuquVZpze22ksv7WgAeBWuUkONDPB7TQEKpYvsH1Dx5
kcYaw/E3bSOkTJAQJ jgD+H6t01CWNQtFSCLbmeumgvmAp1WwpAq6gYjJdyeKFaKC
x1tpXjTALqaT1P4pb4Q0H53bo1RHK5tHODUKeCx2ZM8B/dDj jNvYLHHOX0R40rmJ
AjMEEAEIABOWIQRO3NIgbLzATpWfSB5STS5HWUXP8wWUCY1CMGgAKCRBSTS5HWUXP
8+eQEACAQRZjHUTHt t30ApwOtgNh3PwXbNS7IFjbJI1X9A41JQxq2jtz7RszFIPIN
IXzdF2dPFOhx9czMVQI7YUUtgR7Bvz9ZtAMW2SBX1hvQ+0PVtCwffnhnL69H]jEyp
dhDgOQH1W2b7wdHKaytsXYSdWsSMGcHOL+fE2AAKIK+0e5BO1YXEotRBIJHBVQyqv
VucoZw945MaPiDQ5z rc6EicHNM5JyQaxHY5iKp+Y11gBQgSHsps3JegYyLIDhiio
961i1+uzCBCe/mbmEvmdroQxG19vVDOUxt/GD3wvglLaeNZ7bU7QwDQali/ONEAKIX
0I1ruEYtVqV3fzNU62/9QfcSM68ubUpkad9Nw7X5MRWVPto8SrMr/gQYa0laadHBR
6IcJdouoTBOUE4U1gUZP/n6uxZrTXNObwfWAu5/xChqGq7cadk/xQCAbbWB2L9vI
uvPGpuQaurDhXR6RzCcArmZYoTLquMxFfEMLvXwl1C8LIwx4f+ZT6crOpsbfCTh/
OR5FzUEKFV+awZop4d8ul7tX3zf9/vHfX68Nj1lu/AEQ2yF93ea/0niq3+2DHsqgr
Zp/KiF+IxtB1lb1R+fDP1Sm+SyaAY2yULXT8vIPX0YXxVFj5nglCYsPikXIfVaAiiR
RKCM3WTPjlcwq9Un1kBOokc5r6Pwc50K5es5cWks cXiJxPAAookCMwQQAQgAHRYh
BEbOCayvylsUy/z7yjteKxYA2vmiBQJila9BAAoJEDteKxYA2vmi20IQAIES1DkF
eyUtN1ZfPU6/kOHeF4rLnq4QRWyiaI507+nHGbFuQG6ZhCX+HvxvLhDig8GiPITm
PgzA/EiyTnuAgqoJ5aGu48u71hVn1+NQ/X7jmlcIqW1OMMXTSWTkI2gKVvyasHOFW
ACiAMBF8VQ7n4YeS7hxHOxJ2n9/efp5XcMkUeiylg9rW3GG05s8eciolKz3TI/ fA
4nrzi7CA7uT5PDVSHU/SIF1X84L11UMV7vCja5hCE/8x7NROoLu6YZcijXZuGz8H
wBTh4UmfdJIPbgtsYzUgMpuhzW4KndGfQZC40xLZz1iiUgGkTI4YArbQsaOSHAQMW
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OpNXd8ONN8h7ZivRRUQTOEGOVqIIuZ8emCW1IFI80rykkQC04tklIH/5XznzBW7V
9xhjUkapVNdsbX1Cb0bsbzIn54WNJOxF05130nTkqfdNqoi9TUbR+zmHdBdAGIY25
gtBsC3wnwfNsIXn2PkVW105rQuhgzpD6aS4zIUONubG5M5/bmxFp6fpYFG6RVORY
gw3f770AEUtOLMS3sRNQQQNYKPfuUknhLYwPnypgDsZ4Anu8Ch6cgj rbHmM/Ve8S
UN4pOMOWVzgp4eciufnDGmugTAOhB+riQk7/IHVYewX3y2/0YmndFippY/koUex5
7BWIY1/83b/+/jAoV/FOP0JOUvacHXpg607ZuQINBGIPMOMBEACSA02di6JpoM15
TnttD/f6fC3fo/C/wZjxYityDhEAXTNiRd4qZ+zJKuuKXoCGZVwLkVAIBTOdfGEQ
j rMKH4PsHHTgDXU21eISi717nG9s6vgHzpDmSX/9Kaff08MIXv3qEJ4CubgqmIN7
jPRCNV1GVbB0O70j/9UiqCavXv1ltfsuYyYS/TnishgDTrlyC93ho8hWyHC7r2q7W6
vUghheNr98eeznSnPH+c1jNZfy55YRExtFy49M0OusSB68waiwursXGwg890INtW3
gqIFpC+OOWESN2QWOUp6W1L]jEmib/+Cdy0SFdA3Uz5iK6CmpIgn8T6Q9z50975yJd
nJSwkQ3ywdHIBdD3F1Q4P6Q66Zf5hoFQleKwmhlY5FaZp2ntfFFAr6dv60axsyDa
frVadKBWshbW4v2GEGh9eabC3L2GtvIeFsz1+V8eJz0MjOHYwi4i4rT9v54]ralp
KRy+BOPvxex8AF62B1vXI10tqtBgKOS3NXk@ImSwm281CNbJIz01lpq/tRULHtYsBb
15pgPX0XigmhSeRXxBP2kFOvbODIwlu4HLRMVGTkMYsa6V1VsfzIKOPMYPm+GbOd
hfQK03j8CJ3abHNuVPmloKJI1EQ0iB58s j4WqPX0S81labQLt6wd8mobpk+B1fIKkWBYN
/d5WQEZPhsEovu6b+/L10m53s j bKvwARAQABiQI8BBgBCAAMFiEEB12WYZwbVwYT]j10ZosuWkPLO/jbNx
QLVdnHOOK3AYpBpoyDCR8x/m22kmK169u6qgajhRVtwmamj36jnRzwW79b1xRNmIE
eRbckGiJk4Lrsz8v+5sAPq9v4R50SNaIZBWVHpBkQmbt2SHB6f4zD9RyVh8tmMEB
ex4V5/11MwA5uDiCTSdBxL/iDu6DhDYApz8=
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