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KORELOG C - PUBLI C VULNERABI LI TY DI SCLOSURE POLI CY

Thi s docurment addresses KorelLogic’'s policy, controls, and

organi zational responsibilities associated with its Vulnerability
Di scl osure Program Specifically, this docunment defines KorelLogic's
vul nerability disclosure policy, process and guidelines to product
vendors, security vendors, and the general public.

Scope

During the course of our practice as security researchers,
KoreLogi ¢ may di scover novel vulnerabilities in public software
and hardware products rel eased and/or sold by a person, group,
organi zation, or conpany (Vendor). The purpose of KorelLogic’'s
Vul nerability Disclosure Programis to responsibly distribute
vul nerability information to the public in a controlled nmanner
and foll ow common industry practices associated with disclosing
newy identified vulnerabilities, which are not protected by
KoreLogi c client confidentiality/non-disclosure agreenents.

Pol i cy

Based on Scope defined above, the followi ng policies will guide
KoreLogi c’s Vulnerability Disclosure Program

KoreLogic will responsibly notify the appropriate product Vendor
of a security vulnerability with their product(s) or service(s).

Regar dl ess of Vendor acceptance or validation of the

vul nerability, KoreLogic will release the vulnerability to the
publ i c upon conpletion of the steps defined in the Disclosure
Controls / Process Section docunented bel ow. The standard

di scl osure deadline will be forty-five (45) business days after
initial Vendor contact.

Al'l decisions regarding final public release status are made

at the discretion of KoreLogic's Vulnerability Disclosure

Revi ew Board. Unless there are exceptional circunstances where
this body has determ ned a del ayed public release period is
warrant ed, KoreLogic will follow the standard discl osure process.

KoreLogic will nake every effort to work with the Vendor to
ensure they understand the technical details and severity of

a reported security vulnerability. If a Vendor is unable to,

or chooses not to, patch a particular security flaw Korelogic,
where possible, will offer to work with that Vendor to publicly
disclose the flaw with an effective workaround. In no case,
however, will a vulnerability disclosure be suppressed as a
result of Vendor intervention.

KoreLogic will not release vulnerability information wthout
first attenpting to contact the Vendor. KoreLogic will internally
vet any vulnerability and/or renediation information that it
provides to the Vendor.

Communi cati on between KorelLogi c and the Vendor regarding

vul nerability notification may be published publicly once

the vulnerability itself has becone public. Vendors will be
apprised of any publication plans, and alternate publication
schedul es may be negotiated at the discretion of the KorelLogic
Vul nerability Disclosure Review Board.

In cases where the Vendor is unresponsive, or will not establish
a reasonable tine frame for renediation, KoreLogic may disclose
vulnerabilities fifteen (15) business days after the initial



contact is nade, regardl ess of the existence or availability

of patches or workarounds. The final determination of the type
and schedul e of publication will be based on the best interests
of the comunity overall.

Di scl osure Controls / Process

KoreLogic will utilize the following controls and processes to
gui de KoreLogic’'s Vulnerability Disclosure Program

1.

Vul nerabilities disclosed during KoreLogic’'s disclosure
process have been identified by our security engi neers and
anal yzed by our Vulnerabilities Disclosure Review Board.

Upon di scovery of a new vulnerability, KoreLogic will verify,
usi ng various open-source vul nerability databases, that the
vul nerability has not been previously disclosed.

Upon identification of a security vulnerability, KorelLogic’s
first attenpt at contact will be through any appropriate
contacts or formal nechanisnms |isted on the Vendor’s

Web site, or by sending an e-mail to the appropriate

security point of contact (e.g., security@ support@ info@
secure@endor.com etc.) with the pertinent information about
the vulnerability. KoreLogic will not submit vulnerability
information via online forns. However, online forns may

be used to request the Vendor’'s security point of contact
information. KoreLogic will PGP-encrypt all emails exchanged
with the Vendor if the Vendor supports PGP and can provide a
public key. During this initial e-mail notification, KorelLogic
will indicate its plan to disclose the vulnerability according
to a specific tinmeline. The Vendor is encouraged to reply

to the initial e-nmail and work with KoreLogic to determ ne

a solution tineline.

Si mul t aneous with the Vendor being notified, KoreLogic may
distribute vulnerability protection updates for the purpose
of detecting and/or renediating this vulnerability to any
or all of its clients who may be affected.

If the Vendor fails to acknow edge KoreLogic's initial
notification within five (5) business days, KoreLogic wll
initiate a second formal contact to a representative for that
Vendor. |f the Vendor fails to respond after an additional
five (5) business days followi ng the second notification,
KoreLogic may rely on an internediary to try to establish
contact with the Vendor. |f KoreLogic exhausts all reasonable
means in order to contact the Vendor, then KorelLogic nay

i ssue a public advisory disclosing its findings fifteen (15)
busi ness days after the initial contact.

KoreLogi c reserves the right and may notify Carnegie
Mel l on’ s Conput er Energency Response Team (CERT) or US- CERT,
whet her or not the product Vendor has responded to KoreLogic.

KoreLogi c realizes sonme issues may take |onger than the
allotted tine due to mtigating factors, and we are willing
to work with Vendors on a case-by-case basis to resolve the
matter in a reasonable tine frame. If the Vendor is not
responsi ve, unable, or unwilling to provide a reasonable
statement as to why the vulnerability is not fixed within
the allotted tinme frame, KoreLogic, with or w thout any
addi tional notice, nmay publish a public advisory to inform
the defensive community. KorelLogic expects Vendors who have
requested extra time to proactively provide periodic, but
not | ess than nonthly, status updates on their renmediation
progress. |f an expected update is not provided, Korelogic
will nake up to three (3) attenpts to solicit one and if no



update is provided after that KorelLogic, with or w thout any
addi tional notice, may publish a public advisory to inform
the defensive comunity

Organi zati on Responsibilities
KoreLogic maintains a right to the follow ng

KoreLogi ¢ may produce and provide a tineline for rel ease

and notification as outlined in Step 3 above. The initial

e-mail will also provide the Vendor with information about the
vul nerability, scope of vulnerability, disclosure tinmeline

and ot her useful information for reproducing the issue where
feasible. In cases where Proof-Of -Concept (POC) exploit code

is avail able, KoreLogic will provide and securely transmt such
information only upon request to the Vendor. This includes al
code and information required to allow the Vendor to verify

the vulnerability and devel op an appropriate solution

Public disclosure may include the release of the vulnerability
details on the KorelLogic web site. KoreLogic may al so rel ease
the vulnerability details through industry standard nedi a
avenues at its own discretion or that of the Vulnerabilities
Di scl osure Revi ew Board

KoreLogi c may deemit necessary to release the vulnerability
details before the initially planned or policy controls rel ease
schedul e. Extenuating circunstances or situations that require
changes to an established schedul e may include but are not
limted to the foll ow ng:

Hi ghly active exploitation

Threats of an especially serious nature, including but not
limted to:

Potential inpact to critical infrastructure
Possible threat to public health and/or safety

Vendor rel eases a patch and acknow edges the vulnerability
publicly in advance of the indicated tineline

W de-spread exploitation of the vulnerability is evident

Publication of details of the same vulnerability by a third
party, such as by independent discovery

Medi a coverage about the vulnerability exposes the
vul nerability to the public

| mrediate mitigations are avail abl e
Pol i cy Managenent

KoreLogi c updates its policies, processes, and procedures on

a regul ar basis. KoreLogic reserves the right to nodify the
policies, controls, process and its responsibilities associated
with its Vulnerability Disclosure Programw thout notice to
Vendors or public. Vendors are encouraged to contact KorelLogic
should clarification of the disclosure policy be required

For specific questions, please send inquires to the follow ng
ermai | address
di scl osures@or el ogi c. com

The fingerprint for the PGP key associated with this address is:



6845 509C 3270 0028 FA34 A901 0280 4A51 F572 7BBC

And the full public key, also avail able at

https:// korel ogi c. com pgp/ di scl osures_kor el ogi c_02804A51F5727BBC. asc,

----- BEG N PGP PUBLI C KEY BLOCK-----

M NBGTO SOMBEADVgCz Dh TN E6RhvI u4wAl MRj Fkgy F8JOybSI OKn/ | 1Yt El cKDE
AQ AzeFl psZcgCW 7gTUoi NLSnnw spcH/ / ox7JdAr An9hPi 35M2vxnMVAOLXJ X4N
V6kont k48T4nTT6e3Kj Jt WFe UHXRL+M48l 00Z8PKdK60Zi BKYzJSQZH09nJI T9J
oUXvLnUSH 0Bwz9dhaYcBVBp/ hr 8xbSt 6cJnf X3wf Ri sf xJ7WEOQqYHe+7G57qQ62
FagLECz 7VMIXHOVr P+4x5p51 +FURAUNCE Cab7af gf LMKn2MJ1gqmhpq8Af Ej wui ef
6pFQG pWOJIMZKI 0+] sQCKVWIRv/ UF@BbHvdhxv2RUs @BX0bFSeLl ubsl +Cdo67pFR
45A1 Muz3Rqr yPSgFFPYs3gHTcMCpX0KpSvFpl LNr YFIRzn7/ 21Cl 9PAQB0ZCb8d
nAr LvQlywbUOXI 9YV2XYf vAt +TSj U53HHoqYVv19Rbl hVr 5xnt Te3nY6kI 1Xi L+n
I cZugJ3Fi uf Br npJYhM7kCOf nY+PkGEL/ TA8r f t kkPANMQZZPphh3kkQDJ1l Li |1 O
d/ csdvLbMzf AxBf B6NoUkdseGTJKMZ+Bj nPBnH2BNnGx @0 7dFr 8r 8wz QQURuTdz
f KsL95gpxg825H2RZRBPplali t zzDHNe+8nmcPvi xosJt Mb3dTqQJ Yde EWARAQAB
t FVLb3Jl T&®naWWgRA zY2xvc3VyZXMgU2l nbml uZy BLZXkgKFNpZ25pbntgS2V5
I DIwM Yt M AzMCkgPGRpc2Nsb3NlenivzQ& vensb2dpYy5j b20+i QI UBBVBCAA+
Fi EEaEVONDIWAC) 6NKk BAoBKUf Vy e 7wWFAN SOMCOMVIFCQe Ez g AFOWK | BWM GFQoJ
CAs CBBYCAWECHg ECF4AACgk QAoBKUF Vye7wf OhAAl i | XF2PKe5S3ny BW.ENj Pa3n
hGG owmreq5xVQm t 4c9Nr FdaLt zLN3et 7Cy CNpgGZWSCAD7 z UQZ5VF hhhSDTye69
W4 UHha7wZcJeAn1Bs8ht YCOk QQZUugxZr Pmi dmYcsduxwngvZ3YKxo30TOQnr 2LG
e6X0At | +h3j UBUGshj uZz2l | n3yEj 8B2JaUCW nJl +j CPGV5E! yqwD2I V+HI4r uwW
++O\DpqdnKTD6pFH Q p8svwsJj gPhQJr J4Bk+mARKNIx+3 +8/ eG VPUWg2BzEV
yeRPl pnHSuBI FLi KzEQyHCxql NAGew x8xkA2eBobK97NFL1cMOFDIRzmi Fn2Dc/
gwSehKyl j 5f o] yxaBnYyKGXwAYWWPW3RVK+GVI Ywzol ksl sbvhdDBMz2Jy C7u5u+
yFj Mww Dxs Mz muEGEgJInLPN6VR+z 7HnAky Xs6t 0/ 0z 3kl Qe AQRUXWDX/ V41 r MuL
LOpbT8Xp+i t RMQLj p8WAU3NHy E76i DCIquKKRDgpFOHW8xX | PkDnPvTChz9ppsM 9
Oau0w7adGhROATPkVdr w+46wi E02| | i 6CbEr udy UrNUX58i 6t Z/ NcJT7Dwwo G382z
pulKdl DGzt r Yp4f +v6mAWT bj vFYX36TsQyDgl cWCa4h51j vHTHWI 32H6X uw A6B
rBU Rt hTr 1uz7uj yYeGIA] MEEAEI ABOW QQHXZZhnBt XBhivh9v YMouwd OVaR6 QUC
ack69gAKCRAMbUWI OVaR6 TSGEACcu7kngSz UMBD5UzLgj Hj +Nf JFCo/ zet yquy RM
r PJI pf 4i N+ARi Zweq8or / aAPAI ORWPoNV/ ebQQ CdR5yi g+&zl j OQw | wW4KCaQ
j Ket bVQWhHxXI x5H 1dSdVgF4hXl j p8Doj aXf t OKhqgi BNGla/ Si sZVUXDt 2t F3j 0
MBbLWykzJ9hB4SIVnYV+f SOf | sukLoQAt GsbQo3uyn28UMIVI pRowdW U05/ qgM
Fc85ul 6DzJO0E3N6DpSZy00Chj nBj x5LTxvc15wy ZXkx! 4QNHr Ff | myAcJ/ XXl t Gm
a04XSYaVIQLOLKy NNzwn9WI8/ XsyZ8Jf 0t BpAQI6gGuOgdi nyWocOhf 8CJCor i V2
8PZEq30QVv5ckJdgRSp28Vuv/ / 3x2l SE97sS5hj O6YzMaVI0@vy s Q7x5p0BD26e
Z1Uef | i 4MASL4UZws 2PCGqc Onev Uy XYwGSUD7 HKr Lo Yf e ARCVNxH878cdTi J1nse
yL5vQuVPpmA7q8J PAkQgZq+BoSl G HL6PPWAGDaget 67nbZHf yr bBoG / PsERBBD
+Juddo2VUBpnf FWhu2Xmm ENSWPSZs68kvbQJ Rg4vMOdD1CoMUKS6t AZs X/ AS609
sLZbnDFh1+08+Cyowf r 70Zf YKbHvsa0a2C/ +RvCy ZWXZ4Qqwnj Oi Tgj 39+gs5r H
Q@ UXI YK CMAVQQAQYAHRYh BFMUX n EUV YQK98wx uKk TOQABI 3YDBQI py UFj AAOJEKKT
OQABI 3YDUGQP/ 0/ xDOT/ zphbo485Xt nmj 4KdAasy YxbHgXwdd2bj TzyHxLVDusq2
gYebf vivpd63IxXEOTXxXn5DdvHuUj 217+hZ7pa9bxMo+X7WZX1+vk7j Puf d76uM-ws
nuBpzJl gePi GelgJHw8a5l 8UThMeAo4AXgwr FJ9ayBet Cr 8f i mGL+BZXLPcnf Uup
G&zyj Uxt 8xg52Zvg8i ZxwsuKSmN2Der Ur d1NCBPj j / ACr vS9/ Hn7ZQ19i kPei | GR9
SM v6v3NOEYIKSqFubCl G / 1R2uNLDgdt GmuoCt b1xZcoY5PELLXBVoek3N 9RUo
DOl nn+J3n806Cs Zf vXDodr | YW 4x| 2dg4nf Z9DGdd1bHwhr LTVOP6dj Xt Hvx+Lob
Jbo9Z5Qn6f 6r 4pqr | 1Et 5gFYr 8z2TY] 3ny 15DQqONKZ3da5v677u9CORW ZI d7GF
SgzoMOyFBgyN5agKl i | pVI PMTPTRANgNOWb8sTj j C7ri wxCx| p92bK6YxNaH Qph
S/ Y+4H9r r nDB3pGnPhPdIl YqcTw k7bv7N5de+HIMeoMFI gKUhB9xZp2nf / i Hoab/
uG@ ZWXDBTIB3RyCMBTr yuk/ | M B2XxZXoChnms3R4/ sBZKs8Ci r q6aE833yf 1Jw8
cwgNsDnUMswe 1HP2Vs HXckj YW2c2yelHv4gl bpBTZuJHIg7sDgC7KANwW Q zBBAB
CAAdFi EEhCG t FFJoxycMSPRUNGBGNL/ r Fhl FArmwl pwACgk ChGBGNL/ r FhKuURAA
gZ/ Gy66E9VUMBCLLFhNoWFMz0JsVI ER7/ nj eg5NKDhhEr 9zpnBM i f 6Y7w6x0ZoW
NBp EOME dAUGFT Cf x+zr L30kZ6i H/nMOx CeDZv OSMW p/ SGy QDt | / sQoCO72Hur LQ
Zc6ContZ4ZN hcPhxj i TWEI NSal Wrp8aj Or ol gTO9j 3TdV1Ssswb31MwQzvj Oy 2
7FI vTvOLr X4M k/ ADI @BsTOpzgp7! dynGbBVVU 0Ael1HS41 uRGhzCskJg6l eW.sJ
wak EnSnD4 CCf t 8CkRKWBpt DAT9hbSW6qw8DYXSDJZj r RLuM2st KEUK YMRE TXJ 8v
n42ep2d7bll 23CeHGoyubo55i 1exLCP5j 7IM671 ThbaQykke5Rf dT/ GOQUM 1RUA
qZBj r cS5eLqWhTXocsPdyi EUGLI +R/ KHWCUgl ut 2KNOCea9z2GG+ 3f UUg9TOOA] A
Ot Xc7TeXZRqLThFMAGUCES] gh+4q/ 76RKt t LI eNzLRUWYE4XZbzdr / ai yqur YM
vl Yi dl Om D+6YZCt r LWQc6t SWRXTDI PV3/ j xdoDNI KDt JSGV7 GK6VW x6ZyW2LCO
UWKI ETJgaM Hyga/ zVj a/ uxf nFaOSPAY/ XG+2YPoWsnd4t hSwebcqWEAPSTQ/ f
W/hi Bi A3r T3ayqB3DW 5991 aDbbRgngl Y2nkd9f YOH JAj MEEAEI ABOW QQAGJ Yt

is:



wu+k YFnYaAXuF7KuPBZW QUCahh2WQAKCRDUF7KuPBZW WK6EACH Tqr OU+XzFZ2D
UOFKs TzFwOAup53dBCl | OSxJqy0v31EVWQe FPUWXYIT/ / zRnQRXgwsnz WODU7
Dkqgl dKsF6eC71 vf YkZGecnY5h+1s/ 7U 2znK+9pk'Yxv4r v2Lf Tr V2ONW.nmp7XxqQc
JCgmdZn3Yaqi i St FGPr Kg4Jt Qy30Lr ACr 5PTQP7CR6/ Si r AD9Srt sSRMs95Lbgj x
Dmxcaj uBXdgNr 8xW0Xqgj 5Zblr gZp6eTWeoFY10bJr 6a6\WZKpJzBLXvBOEbTYS?
ZwKsHzi 5Goh6BsHM bHa7nZHUJ+UCc Eu/ p8PvWMCTXr E7 Az DOR++YNI GKMDPi | X
fu7Td+n7ZgEl | E1t wi Y73Ce4H 9P0di TPVE/ weGdgNbgeBn/ zqWs XWJj cr XFVc 73
4Q0hhuwl xPHg9v GMbWAqQN5OTd2P7bKws kunx4k Okwj KB6n4l | Kf ri Vgw2gN02zi T
x0MBxF4zHEY! yKQpl Whi3zBQv S3VDXr j ashwGX8VBTHFei z2j t neP3+M/2U sl gl R
20BSqVXI 5VP4Kkgdf SeY+JoUkgRGooni vOpVWACQZKL QWFr Rnbn+NRNi 6BsU3aT3
epGTy643t f yVg73HL1t NSLxoag9f f vf +j 3uWeQgNB8ar 11 WCGx1Z71 3YuUJbYf
B6+T8bWjvgbpj GXel cnB+cX3l LF75Lk CDQRpv Uj sARAAocJDSxj 3YJn7i PHE6] a2
Cc1CALRB8gr /i KGYnlkl yw WUk Apl/i | AxNI 81 ebKvl 3SXLP8DbH56DgNMPhj XBe
3N6awcf 5xDr JQPzZShe/ g3bl p/ UE6MBAOXDhVKk X4kHL5h1t SAWZ6Eb11g9HLOS
alH2J4BJaPl r B9t Z5YKa7HPpYycUt eJAI TONDGss8g+Pwv i LyvCel6elL185d5dNV
SEYoepaf / f PWg3aNusof NgZwl 81 r 3vC5KCLPLKCEI GGYNf 47i v4OLJoVdyWR66f
hRpuei vB7Hr +Hevush9s5VXl Mzpt L2SYvewenpa7nHAdYOcP81b2k XCFw +QLzET
TTCd3bFg9kFNyZXq6cJl zIJW a9nmMINpzt i TNO7ge9+gqzLVZsyAK2hl 9Ez Y1QSHNn
Hp610l UTKx3vJzVayf psvyEt OcdsXi dhhwr Tgsl Ff FMeAl yYULDhz Yk++VI r Kzr h
vUr NKj +q4pEP13UALSewCCdgKt f CDxJ/ | SYI t HvQYE8v4f JOVI 4Us/ ppYcGvnrz UX
BH33qTRWMGX9n0OPKLKUbz 79qVVWNI y YW xq5WKt EhvBhh3i SoChr Q61 VWBObc/ r GsnB
9Lq5+4+kLNQO 1sa9f F2/ UR L7t 64PKZ3AReAZKEd1YnAr S6ESL8i Tz YH8NPs dWj+
E9SZr DOr | MYPAe Phw+NJ BZk AEQEAAYK CPAQYAQYAIhYhBGhFUJwy c AAo+] SpAQKA
Sl Hlcnu8BQIpvY sAhs MBQkHhMAAAA0JEAKASI Hlcnu8ACEP+WXA21 5F2gPy9yt O
gEl 4Cy+pot | ZgHLoZox| Rf DZOocor j | ur pwd4Nf 12i 0X3zi 2TKEYZGoK+7Mk8Tc
sXn2PWB8aT8ETshS+LEDsr T2i 4Lp TnCK96HAAQNE8N3VXE6mPt 0cOMMVEgULSj gF
6+Q xSi UWAYpUNAXbE4UJAr pa9Qui 1sAFvWOSNwFcl pUEGSUCT / eW km+9Vyksq
8uPG64R5bQs ] Sne0Xxa5pWF21gvPHvNnG p+Sh7dVMaf gDnOye6GC w+k YSdnt=
r 9cOKsED6hOD157QV5] hUQa6nAz M/l COHNYXRI OCoj bSPg5y YQqhku23qd7+9GsA
gEOWILI eTGIuwFpi 6KVK6eZl | BM KBt zUG1RGLZ5LUp7t gnl t pse6r gyt f aAf Xr 8
ty5r2s7r gkt sxSG 0j gwdi JWEad5uDvk4R8vb+9a8qgM-MoxsSyf kQo+i 7TuN899f
f GdAVMHe D+mOPOW3wi 9VWAEL Zz Sz FHVXCb2hJx VGBS | 1H54cl b+1MPdBz X3Kx00MXR
W g4/ HWXo1uXnmez dHPAO04s AbAl TXYYwuMSeHL1! yhCY8LJI snxOhf FT+B4HX2vt w2
haL5UGNJ9PORA+0I 5DBSy RFX1uEwn4bWaXnx G / df QLoAnFI JWZq7WdgRbGneBo
KoAo9nt 2pnQMECR51eM 52/ RRKO

=sAK/

----- END PGP PUBLI C KEY BLOCK- - -- -



